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Abstract

In a society where digital security is ever more important, it is essetial that the most
robust, and e®ective security measuresare utilised. New methods of identifying, authen-
ticating, and authorizing legitimate users must be developed to stay one step ahead of
those who would wish to circumvent these measures. However, many of the weaknesse®f
current systems, is their ditcult y of use, which encouragesusersto be lax, for example,

by choosing weak passwords.

This project describesan alternativ e method of authentication, namely handwing, whereby
handwriting samplesare usedasa cueto assistthe log-in process. The systemusedin this
project requires usersto identify a 5-digit pin, their matriculation number and postcode.
A "nal stepis to identify their doodle, a hand drawn image. It is hoped that this system
will be more intuitiv e, leading to users' selection of stronger passwords, in an e®ort to

reduce the e®ectivenessof dictionary attacks.

The system has been compared with a similar system which does not implement the
handwriting cues (known as the typeface system), and the data from the study was

analysed, and conclusions, and recommendations, drawn.
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1 Intro duction

1.1 What is Authen tication?

Many systemsin usethrough the agesrequire, or have required, a certain level of security.
This usually involves restricting accessto the system or resourceto authorized users. To
achieve this, the identity of a user attempting to accessa system must be validated. This is

the processof authentication.

Authentication predatesthe useof computer systems. For certuries banks have authenticated
their customers, as an important security measure,and still today, cheds are made of the
signature on a cheque. With the advent of computer systemsrequiring users' authentication,
methods of substartiating a user'sidentity in a digital environment were devised, typically
the password-basedsystem, which was easyto implement on the computers available at the
time. Password and PIN (Personalldenti cation Number) basedsystemshave sincebecome
one of the most common methods of authentication in usetoday; although that is not to say

that they have not ewolved sincetheir conception[Kle0Q].

1.2 Problems

Typical authentication systems,suc aspassvord or PIN basedsystemsare not without their
°aws. Due to the advent of the WWW (World Wide Web), in recernt times there has been
a proliferation of systemsrequiring usersto remenber a passwrd, or a pin, to gain access,
and hence many usersnow have over 10 or 15 di®erent passwords/pins to remenber, with
frequert usershaving 50 or 60. The security of password systems,and their e®ectiveness,are

also being questioned. Section 2.2 discusseghis in more detail.

1.3 Project Aims

The main aim of this project wasto dewvelop an alternative method of authentication, and to

ewvaluate its e®ectiveness.This ertailed the following;
2 Designand Implement an alternative method of authentication.
2 Test the new method, alongsidea traditional method.

2 Comparethe easeof usewith that of the traditional method.



2 Comparethe security with that of the traditional method.

2 |dentify, and suggestif possible,solutions for any weaknessesliscovered.

1.4 Ouitline
The remainder of this document will be organizedin the following structure;
2 Background Information
2 Experimental Design
2 Implementation
2 Results

2 Conclusions



2 Background

Security is an issue which extends far beyond computing. Long before computers, the se-
curity of resources,in particular, shared resources,has beena concern. This prompted the
dewvelopmert of locks for doors, and barred windows, for example [Sth63]. In modern times,
oxces, sdools, universities, are often protected by modern state-of-the-art security systems,

to prevent unauthorised access.

Digital resources,have the sameconcerns,and new oneshave emerged. For example, while
we might not want a robber to steal our television, we also do not want a hadker to obtain
our bank accourt details. Thus security precautions must be applied to computer usagein a

similar manor, to prevent sud unauthorized accesses.

There are three stagesin the security process:

2 |denti cation
2 Authentication

2 Authorization

Identi cation is the processof establishing who, or what, the subject (user) is. If the sub-
ject is a person, this will typically be by the meansof a username,or other identi er which
is entered; however, more advanced methods exist. For example, in the "eld of Biometrics,
biological data is usedto validate a user'sidentit y; howewver, the use of this data also allows

the identi cation of the user,asa ngerprint is asunique as a username.

Once the user has identi ed themseles, the system must authenticate them, that is estab-
lish whether the user has correctly identi ed themselesor not. If a user has mistyped their
usernamefor example, this is dealt with during identi cation; authentication however, is con-
cernedwith the user proving that they are who they say they are. As this is the focus of this

project, authentication will be described further in section2.1.

The processof granting, and dernying accessto resourcesto authenticated users,is known as
Authorization. In computing, this is typically managedthrough permissions,which are asso-
ciated with the resource,and specify which usershave consen to accessthe resource. These

permissionsoften specify certain operations that userscan perform, such as reading, writing



(editing), or executinga Te or directory, etc.

2.1 Authen tication

Authentication involvescon rming the identit y establishedduring identi cation. The authen-
tication stageis arguably the most important, and can a®ecthow popular a security system
becomes,both by useropinion, and by e®ectiveness(ie reliabilit y and level of protection). A
general rule of thumb is, the more reliable (and secure)the method of authentication, the
more challenging it is for usersto operate successfully For example,a systemwhich asksfor a
user'spostcode is not very demandingof the user,asmost peopleknow their post code by rote.
Unfortunately, many other peoplemay know a user'spost code (it is hardly con dential), and
would therefore be able to fallaciously gain accesswhether with fraudulent intent or not. A
systemwhich requiresa userto memorizea 20-digit alphanumeric sequenceds however, much
more secure,and would be much harder to run a dictionary attack against. Nevertheless,this
advantage would be abrogated by the increasein ditcult y of use, requiring impossibly high

mental demand of users.

There are three methods of authenticating someone[Sct04];

2 by something the personknows (eg, a passvord)

2 by somethingthe personhas (eg, a key)

2 by something the personis (eg, a ngerprint)
The “rst method is commonly referred to as knowledge-lasal authentication. This includes
both recall-basal, and recognition-basal methods. Recall-basedmethods require usersto mem-
orize their password, and enter it to log in; recognition-basedmethods typically present users
with a variety of options, and ask them to selectthe correct one.
2.2 Problems in current authen tication techniques

There are many issueswith current methods of authentication. If not dealt with appropriately,
thesesissuescould easily compromisethe systemsin which they are used. Adams and Sasse

[AS99 describe four major issuese®ectingpassvword-basedsystems;

2 Multiple passvords

2 The content of passwords



2 Perceived compatibilit y with work practises

2 Users' perceptions of organisational security and information sensitivity.

In brief, multiple passwords refer to the typical user having many passwords and pins to
remenber. An informal survey of fellow level 4 computing sciencestudents, found that around
ten to “fteen wasthe minimum, with someusershaving twenty to thirt y accourts employing
these methods of authentication. Even if a user has only a limited number of passvwords to
remenber, the content of their passwords is an issue. Whilst a user's middle name might be
easyto remenber, it is far from secure,and is vulnerable to malicious accessattempts from
peoplewhom the user knows, and to attacks from anonymous hadkers, typically by meansof
dictionary attacks [PS03, whereby words in a custom dictionary (which will include common

names,slang etc.) are repeatedly tried as passwords for known user accourts [Kle00].

2.3 Existing alternativ es
2.3.1 Biometrics

Biometrics is a "eld of study, which has produced a number of alternative authentication
methods. It is involved with the study of biological uniqueness,for example ngerprints.
Physical users have individualistic characteristics due to the uniquenessof DNA (Deoxyri-
bonucleic Acid). These characteristics can be exploited by authentication systems,as suc
features are either extremely dixcult, or impossibleto falsify or replicate, hencewe can be

sure of a user'sidentit y if the given biometric data matchesthat on Te [CDAJO3, Jar03].

Systems which use biometrics require specialist hardware to collect the relevant data, for
example, ngerprint readers,iris scanners,etc. For this reason,sud systemshave not gained

widespreaduse, and are typically found in organizationsthat require a high level of security.

2.3.2 Blonder's Graphical Password

In 1996, Greg Blonder patented a Graphical Password scheme consisting of touch-sensitive
areas,underneath a graphical object [Blo96]. By touching certain areason the image, a user
can activate theseareasto enter their password. This sparked much dewvelopmert in the area
of non-textual authentication methods, and many of the methods in the following sections

were in°uenced by this model.



Figure 2.1: The iris, part of the eye.

Figure 2.2: Graphical Passvord: touch-sensitive areasform the passvord.



2.3.3 DAS

The Draw-a-Secretschemeis a prototype system, whereby usersdraw their password at enrol-
mert. At ead login attempt, usersare asked to re-draw their password, however, individual

segmets can be drawn in any order, thereby negating the usual 'punishment' for temporally

inaccurate recall. The systemwasimplemented on the Palm Pilot ™ PDAs (Personal Digital

Assistart), allowing usersto encrypt and decrypt ertries in the memopadpplication's database
[IMM*].

Figure 2.3: DAS: the Draw-a-Secretscheme.

2.3.4 Visual Identi cation Proto col

Studies have shawn that the human brain has exceptional visual memory, many times more
accurate and ezcient that textual and factual memory [PRS68 RP71]. Before the dewelop-
ment of the written language,early humans were using visual meansof communication, suc
as Pictographs (‘gures 2.4 & 2.5), hencethe brain's visual cortex hasbeenin developmert for
much longer that any textual ability that we may have developed, and has ewlved to become

much more powerful

The Visual Identi cation Protocol (VIP) [DACCJO0Q] takes advantage of this, by using an
alphabet of pictures, rather than letters or numbers. VisualPIN, an implementation of VIP,
takes a staged approac, with ead step consisting of an ATM (Automated Teller Machine)
keypad style layout of images(see gure 2.6), oneof which is a part of the user'spassvord, and
the rest are distractors (additional, incorrect options, intended to hinder potential haders).
When the user selectsan image, the next step is loaded, usually with di®eren pictures,
although in a 'portfolio’ ervironment, a greater number of imagesare displayed on screen,and

the userwill selectfour or "v e of them, which are part of their portfolio.



Figure 2.4: Pictographs: often usedto record everts.

Figure 2.5: Pictographs: di®eren styles exist.



Figure 2.6: The VisualPin systemin action.
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2.3.5 Passfaces

Passfaceds a commercial system from Real User (http://www.realuser.com), which preseris
userswith a nine-by-nine grid of faces. At ead stage,the user selectsthe facethat is part of

their 'password’, thereby taking them to the next stage[BS0Q.

Figure 2.7: PassfaceS from Real User

Figure 2.8: The passfacedogin process.

2.3.6 D®jpVu

D@ja Vu is a system created during a study at the University of California, Berkley, into
recognition-basedauthentication, in a similar way to that of this study [DPOO, Lid03]. Like

the portfolio implementation of VIP the system usesan array of images, a subset of which
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form the passvword. Rather than objects however, D8ja Vu usesvibrantly coloured, abstract
images. The system shows promise, with an average succesgate of 90%, comparedto 70%

for the cortrol system using passwrds and pins.

Figure 2.9: The D&ja Vu portfolio.

2.3.7 Audio Visual Authen tication Proto col

The Audio Visual Authentication Protocol (AVAP) is similar to VIP, in that pictures are used,
and usersselectthe correct image out of a set of images. However and additional media is
used,asthe name suggest. Soundis usedas an authentication cue,to assistusersin the recall
of their password [Lid03].

2.4 Handwing

The examplesof alternative authentication methods described in section 2.3, showv us that
the input of a 'password’ neednot be limited to traditional textual input, since both audio
and visual data can be used. While biometric data can also be used, specialist hardware is
required, which is currently to expensiwe for the majorit y of users,thereforeit is only usefulin

a cortrolled ervironment, and is a long way o®from being usedto authenticate userslogging



Figure 2.10: Enrolling with the AVAP system.
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in to hotmail (http://www.hotmail.com).

Current researt into visual passwords hasfocusedon arti cial images,or photographs. Visual
data includes a wide range, including, for example, handwriting. Handwriting, while having
a textual elemen in that it is a represenation of textual information, is often more useful
visually. Signaturesare usedto verify identit y for many applications, such aswhen paying by

credit card, and if someondeavesus a note, we identify the author basedon their handwriting.

It haslong beenknown that a person'shandwriting is unique, even the best courterfeit signa-
tures can be detected by experts. Recert studies have con rmed this [Gol02]. The majority
of people also have the ability to recognisedi®erent handwriting samples, particularly their
own, or that of someonecloseto them. This ability is particularly becomingfor use as an
authentication cue. Imagesof sample handwriting can be presenied to users,in an authenti-
cation systemsimilar to VisualPin or D&ja Vu. As sud, this project will consistof the design,

implemertation, and evaluation of a login systemusing the handwing protocol.

The handwing protocol involves handwriting used as an authentication cue, that is, a visual
aid to identifying the correct passwrd. Using this method, the aim is not identify which
option is in the correct handwriting, but to selectthe option which is correct, however, the
correct option will always be displayed in a speci ¢ handwriting, in this case,the user's own
handwriting (it should be noted that many userscommerted that they did in fact selecttheir
passvord items by identifying their handwriting, rather than by the contents of that item). If
textual data isto be usedto validate a user,displaying that data in actual handwriting samples
should enablethe userto selectthe correct option both quicker, and with more accuracy The

handwing systemusedin this project will be discussedfurther in sections3 and 4.
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3 Exp erimental Design

As previously stated, it is known that humansare good at recognisinghandwriting, particularly
their own. However, the usefulnessof this ability in authentication systemsis not yet known.
In this project, an authentication will be developed using the handwing protocol, to test the
e®ectivenessof handwriting-based authentication cues. In particular, the following issueswill

be examined;

2 Doesthe useof handwriting in this way help usersto remenber their password/pin more
accurately?

2 Are usersof the handwriting system able to login more quickly than those using the
typefacesystem?

2 Would users'friends/family be able to break into the handwriting system more easily?

The experiment will be run at the university of Glasgov, in the Department of Computing
Science(DCS).

Figure 3.1: Pagenavigation during login.

3.1 Hyp otheses

2 Displaying information in users' own handwriting will reduce user error in the login
process.
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2 Handwriting cuesin an authentication systemwill allow usersto log in more quickly.

2 The useof handwriting will not make it easierfor an acquairtance to break into a user's

accourt.

3.2 Groups

Userswill be randomly split into two, even groups, with eac group using a di®erert system.
The main di®erencebetween the groups' experiences,will be that the typeface group will
get a view similar to gure 3.2, whereasthe handwriting group will have a view similar to
“gure 3.3, where eac option is in a di®erert handwriting, the correct one being in the user's
handwriting. The distractors will be drawn at random, so that only the handwriting of the

correct option will stay the same.

Figure 3.2: Choosingthe correct PIN, in the typefacesystem.

Selectingthe distractors randomly doesposea security risk howewver. In the experiment, the
aim is to test the suitability of using handwriting, by measuringthe accesstimes, and login
succesgates. The handwing and typefacesystemsare not designedto be secure. It would
be a trivial matter to repeatedly attempt to log in, at ead stage, noting which options were
displayed. After 10 attempts, a potential intruder is likely have narrowed ead stage down to

one option, which is cortinuously displayed, thereby gaining ertry.
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Figure 3.3: Choosingthe correct PIN, in the handwing system.

A potential alternative which would relieve this, would be to select the same set of nine
distractors, ead day, picking a new set. A di®erent set would be required for ead user,
otherwise, attempting login on two accouns simultaneously would revel the correct option,
and would presen duplicate options for those usersfrom which the distractors were chosen.
A simple way to overcomethis would be to selectnine consecutive usersfrom a list of other
users(ie not the userlogging in), rotating the start point in the list. Hencedistractors could
be selectedusing equation (3.1). As this would not directly in°uence the afore mentioned

variables of accesgime, and succesgate, a random selectionwould su+ce.

distr actor; = otherusers[(dayof month+ i+ currentusernumber) mod numberof otherusers]
(3.1)

3.3 Experiment Set-up
3.3.1 Users

Userswill be third and fourth year computing sciencestudents at the University of Glasgow.
Userswill be able to opt-out at any time. Userswill be approadied in the lab environment,
and asked to provide a handwriting sample, consisting of the ten digits, their postcade, and a

doodle.
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3.3.2 Enrolmen t

The enrolment processwill be slightly di®erent for eat group. Usersin both groups will
enter their usernameas usual, and will be prompted for a special logincode, corntained in the
email instructing them how to accessthe site. Upon entering the correct code, they will be
redirected to the appropriate enrolmert processfor their allocated system. If this enrolmert
is the initial one, typefaceuserswill be asked to selecta doodle from a selectionof geometric
patterns and pictures. After this step, both systemsusethe samesequenceof steps;the user
is ‘rst shawn all elemeris of the password, eac item will be shovn asa button, asit isin the
login processesand userscan experiment clicking on these. The next 4 stagestake the user
through ead elemert of their password individually , explaining it in more detail, and giving
them an opportunity to memorizeit. The useris then showvn a repeat of the rst stage, with
all passvord elemerts visible, as a last reminder. When the user clicks "nish’, he/she will be

forwarded to stage 1 of the respective login process,which would normally follow the 'login’

page.

3.3.3 Access Codes

It is important that there is an alternative method to accesshe site in casethe user forgets
the password. The login pageof the site contains a form to requesta logincode, which emails
the user an eight digit code, and locks their accourt. Once the email is receiwed, the user
can follow the enclosedinstructions to accessthe site. This is relatively simple, as the site
will follow the same steps as during the enrolmert process. The user will be asked for the
logincode, and then assigneda new PIN. Unlike initial enrolmert, typefaceuserswill not be

able to selecta new doodle.

3.3.4 Environmen t/Equipmen t

The study will be carried out in the level 3 and 4 laboratories in the Boyd Orr Building of
the University of Glasgov. The lab machines run Windows™ XP, with Internet Explorer &
Netscape” , and Red Hat™ Linux with Mozilla, Netscape” , & Konqueror. The lab will not
be under cortrolled conditions. There are two methods of conducting an experiment; under
controlled conditions, or under uncortrolled conditions. The former allows close monitoring
of users, and improves understanding of the data collected, however, this method imposes
an unnatural timetable of usage. An experiment conducted under uncortrolled conditions
helpsto simulate typical usage,which can often lead to a more accurate understanding of the

underlying HCI (Human Computer Interaction).
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Figure 3.4: Requestinga logincode to obtain a new PIN, and re-enrol.

3.4 Data

All data will be collected anonymously, and userswill have the opportunity of obtaining the

results at the end of the experiment. Data will be collected on the following measures;
2 The time at which the login processwas started.
2 The time at which the usercompletesead login stage.
2 The position of the correct option for eat stage.
2 The distractors displayed at ead stage.
2 The position of ead distractor.
2 The option chosenat ead stage.
2 The succesof eat stage.

2 The succesof the login process.

The following data will be stored about ead user;
2 Their login name (email address).
2 The User'sname.
2 The User's matriculation number.

2 The User's postal code.
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2 The User's doodle. (These will be stored in a separatetable, and will be usedonly by

the usersthemseles).
2 Handwriting samples.
2 The type of login systemthey will use (randomly assigned).
2 The User's selecteddoodle, if on the typefacesystem.

2 The User'scurrent PIN code.

3.5 Monitor

The experiment monitor will be responsible for allocating the users,and obtaining the hand-
writing samplesand entering them into the system, prior to enrolmert commencing. Userswill
be able to ask questionsof the monitor via an email link on the site. Brie ng and debrie ng
will be done electronically, soasto allow the userto managetheir own time, and to provide

a consisternt experiencefor all users.

Figure 3.5: Initial designfor the level 4 resourcesite.
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4 Implemen tation

4.1 Technologies

There were a number of technologies available for use in the department, including PHP,
Coldfusion, Oracle, MySQL, and Java Sener Pages(JSP). | had previous experience with

PHP and was using PHP with MySQL for an assessedxercise,therefore | decidedto use
Coldfusion, mainly to expand my skills to include the use of a new language. As an initial

exerciseto familiarise myself with the language, | adapted a simple chatroom application,
adding somesimple moderator facilities, and customising many elemens. By choosingto use
Coldfusion, | was required to use Oracle, rather than MySQL, as this had already been set
up as a datasource. This was not a problem, as although phpMyAdmin is a nice advantage

of using mySQL, SQLPIus has beensuzcient for most of the required usage.

4.2 The login systems

The next step was to start producing a prototype of the login system. Unfortunately, many
of the popular web browsersdo not support certain features of HTML (Hyp erText Markup
Language) or CSS (Cascading Style Sheets), making this a much more ditcult task. The
intention wasthat ead pin, for example would be click-able, as a button. Howewer, the only
way to do this in HTML is to usea '<button >' elemen, howewer, due to the size of image
required for stagefour, the doodle, the required 'matrix’ of buttons would be too large to 't

on screensimultaneously.

Figure 4.1: The nal pseudo-button, asusedin the typefacesystem.

The solution to this wasto use'<div >' elemens, and CSS styles to give the whole area a
mouse-wer e®ectof a button being depressed. JavaScript was then usedto make the div's
click-able, to progressto the next stage. This was done by including a form in ead pseudo-
button, which contains data relating to that speci ¢ option (for exampleit's position). Upon
clicking on the option, the JavaScript would submit the form, in a similar way to that of

clicking on a submit button.
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Figure 4.2: Typefaceusersbeing asked to selecttheir PIN.

The e®ectwasthat of gure 4.3, wherely usersare preseried with a grid of buttons to select,
asif pressingthe keypadbuttons at an ATM. Oncethis wascomplete,a random pin generator
had to be produced. This would be usedboth for generating distractors for stage one of the

login process,and for generating a user's pin during enrolmert.

Oncethe login processwas complete for both handwing and typefacesystems,a simple login
page was created, to obtain a user's email addressas identi cation. An Application query
cheds the validity of the username,redirecting the user bad to the login pageon error, and

displaying an appropriate error message.

4.3 Dizculties

Coldfusion allows the creation and manipulation of Java objects, assignedto Coldfusion vari-
ables. This seemedthe logical choice, to reduce dewelopmert time due, and a PIN generator
was deweloped in Java, along with code to corvert an n-digit number to a sequenceof HTML
statemerts that would load appropriate imagesfrom the speci ed directory. However, after

many attempts to integrate this code into the relevant pages,it was found that the relevant
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Figure 4.3: Handwing usersbeing asked to selecttheir matriculation number.

accessprivileges were not preser, and root permissionsrequired. As this was not possible,
the only viable alternative was to rewrite any functions previously written in Java, using
CFMLscript, the scripting languagefor CFML (ColdFusion Markup Language)documerts.

4.4 Staged approach

A commonthemein authentication isto combine multiple authenticators, to strongly authenti-
cate users. Many of the protocols/systemsmertioned in section2.3, including VIP/VisualPIN,

Passfacesand AVAP employ this method, asit greatly strengthensthe overall password. This
technique was also usedfor the handwing (and typeface)systems,combining not just a PIN,
but somepersonalinformation, to provide a more robust mecanism. Stage 1 involvesidenti-

fying a PIN, stage?2 - a matriculation number, and stage 3 - a postcade.

To add a further level of reinforcemen, a nal stagewas added; that of selectinga doodle -
a hand-drawn image, collected from usersduring enrolmert. It is hoped that a user will be
able to recognisetheir doodle as they would their signature, which is an innately easytask.

This step should alsoincreasesubjectiv e satisfaction, which is something most security experts
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Figure 4.4: Typefaceusersbeing asked to selecttheir postcode.

often overlook; a login processwhich has someenjoyable elemeris will seemlessof a chore to

users,and will often be perceived as quicker, despite possibly taking longerto complete.

45 Control

There is a certral routing page, which decideswhere the user should be directed. It chedks
which systemthe useris allocated, and if there is an outstanding logincode (seesection 3.3.3,
in which case,the user will be directed to the enrolmert process. After enrolmert, the user
again passesthrough this page, which would normally passthe user onto the login process,
however it can also direct the userbadk to enrolmert if there has beena problem (this would
be an unusual case).

4.6 Forgotten Passwords

At a later point, the login page was enhancedwith a forgotten-password form, which allows

the userto requesta logincode if they have forgotten one or more elemers of their passvord.



Figure 4.5: Handwing usersbeing asked to selecttheir doodle.

Figure 4.6: The login pagefor the level 3 web site.
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This is simply done by collecting the user'slogin name (ie their email address),verifying that
address,and composinga brief email messagédo that address,with alogincode selectedfrom a
set contained in the system (to reducethe load on the department's project serwer). The page
then storesthat logincode in the database, the identi cation routing page will later detect
this, and redirect the userto re-enrol. Figure 3.4 shows the display indicating to the userthat

their logincode has beenemailed to them.

Figure 4.7: Entity relationship diagram.

4.7 Account Set-up

Oncethe systemwas functioning, the laborious task of adding usersto the databasestarted.
Level 3 and 4 students were approadied in their respective laboratories, and asked to read a
short introduction script (seeappendix ??). If they agreedto participate, they were asked to
Il in a handwing handwriting sample sheet (see appendix C), and o®eredthe opportunity
of asking questions,which many participants took advantage of. Completed sheetswere then
scanned,rotated and resized,and split up into constituent imagesfor ead digit, the postcade,

and the doodle.
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After initial experimertation, the PNG (Portable Network Graphics) format was chose, as
it o®ersimproved quality over GIF (Graphics Interchange Format), whilst being smaller in
sizethan JPEG (Joint Photographic Experts Group). This processwas unfortunately time-
consuming, as although ead page only took approximately fteen minutes to digitize, the
volume of userssubscribingto the site (one hundred and four in total), meart that this wasa
major task in the project. In addition, after digitizing a few pages,the averageturn-around
time drops, as this task is reasonablemonotonous, and is ditcult to perform for signi cant

lengths of time concurrently.

Once digitised, theseimageswere arranged in a common structure, inside a directory named
with the user'sallocated systemid, for example'300021'. Inside this directory, the imageswere
titted 1.png to 9.png, postcode.png and doodle.png. This way, the Tename could be hard-
coded into the login and enrolmert pages,with the path being dynamically constructed using
the user'sid. Initial designshad the TTenames of ead image stored in the database, however
this would have beenhighly inetcient, requiring many unnecessarydatabaseoperations, and

consumingmore time to input usersinto the database.

4.7.1 Resource sites

The "nal major task was to produce two sites, one for level 3 and one for level 4, to act as
'bait' sothat userswould log in without being prompted. The sites provide lecture notes for
selectedthird and fourth year modules, along with past paper exams, exercisesheets, tips,

and announcemets, aswell asincluding links to relevant departmental sites.

It was hoped that this task would take a minimum amount of time, although users,especially
thosein level 3, found the site particularly appealing, and many usersbecamefrequert visitors,
often requesting speci ¢ material, therefore more e®ort was put into maintaining these sites

that was initially planned for.

4.8 hwGrades

From the outset, it had beenhopedto provide module marks for certain assessmes, therefore
a small java application was designedto enable a member of sta®to insert marks into the
database. For easeof use,the JXL (Java eXcel) APl was usedto allow marks to be loaded

from a Microsoft™ Excel spreadsheet.



Figure 4.8: The level 3 resourcesweb site.

Figure 4.9: The level 4 resourcesweb site.
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Figure 4.10: hwGrades: on startup.

On startup, the useris prompted for the name of the spreadsheetle, which sheetin the work-
book contains the grades,and someinformation on how the data is formatted, for example,
the relevant column headings. The program seartesthe appropriate sheetfor ead heading,
and moves 'offset+1 ' rows down automatically, to locate the rst data cells. The program
can cope with the columnsnot beingaligned on the samerow, although it is extremely unlikely

that this will be required.

Once marks are loaded, they are displayed in a JTable sothat the usercould examine them
for errors prior to committing them to the database. Oncethe data is saved, an alert window
noti es the user that the operation is complete. If an error occurs at any stage, a relevant

error messagds displayed, by meansof another alert window.

Finally, when the program is closed, the database connection, and related resources,are
freed/closed by meansof a shutdown hook - a small thread registeredwith the Java Virtual
Machine. This method was used rather than simply listening for a windowClosing evert,
and calling a method, asit is more robust, and is separatefrom the main application. If the
program should crash, or is terminated via 'Ctrl+C ', the thread will still execute, ensuring

that all valuable databaseconnectionsare available for re-use.



Figure 4.11: hwGrades: ready to load gradesfrom an Excel spreadsheet.

Figure 4.12: hwGrades: Previewing the gradesprior to saving them to the database.
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5 Results

5.1 Access Times

Data was drawn from the databaseon the 8th of March 2004, regarding login attempts to
both level 3 and level 4 sites. A total of 403 complete login attempts were made during the
period from the sites' launch to the 8th March, from 91 active users. Table 5.1 shows that
the meantime takento log in was slightly higher for userson the handwing system, however
obsenations of users attempting to log in showed that many handwing userswould pause
at stage four to examine their peers'doodles, which is indicativ e of the overall high level of

interest in the project shavn by the majority of users.

System | N Mean Std. Deviation Std.  Error
Mean
Total hw 260 | 0:00:25| 0:00:25 0:00:01
tf 143 | 0:00:22 | 0:00:24 0:00:02

Table 5.1: Betweengroup statistics for the two systems,handwing and typeface.

N Range | Min Max Mean Std. Variance
Dev.
Total 143 | 0:02:32 | 0:00:08 | 0:02:40| 0:00:22 | 0:00:24 | 579.294
Valid N | 143
(listwise)

Table 5.2: Descriptive statistics of typefacesystem usage.

N Range | Min Max Mean | Std. Variance
Dev.
Total 260 | 0:03:02 | 0:00:06 | 0:03:08 | 0:00:25| 0:00:25 | 661.848
Valid N | 260
(listwise)

Table 5.3: Descriptive statistics of handwing system usage.



Table 5.4: One way analysis of variance (ANO VA).

Table 5.5: Independert samplestest.
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5.2 Login Success Rates

As stated previously, the mean accesstime was slightly higher for userson the handwing
system. However this variable is not indicativ e of the usability, and the di®erencein meansis
not signi cant, as shawn in table 5.4, whereby the signi cance is 0.333, considerably greater
than 0.05. Nevertheless,there is a more useful measure;the succesgate of login attempts.
From talking to usersduring sign-up sessionsthe accesgime is perceived di®ererily, and is
inversely proportional to the enjoyment of using the system, howewer, the succesgate was a
major factor, and was often commerted upon, with many participants expressingan interest

in whether handwing would help them to remenber their passvord.

Figure 5.1: Successfuland unsuccessfulogin attempts for handwing and typeface.

The successatesfor both systemsare shown in "gure 5.1. Despite the di®erencen the number
of attempts, it can be seenthat there are more successfulattempts and less unsuccessful
attempts for the handwing system. This can clearly be seenin "gure 5.2. It should be noted
that 64.52%of attempts were by usersof the handwing system, with just 35.48%coming from

typefaceusers. Could this be due to increasedsubjective satisfaction?



Figure 5.2: Clustered pie chart of login attempt succesgates.

Figure 5.3: Distribution of typefaceaccesgimes.
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Figure 5.4: Distribution of handwing accesgimes.

5.3 User Evaluation

It is essetial when ewvaluating a system, to get views and opinions of userswho have used
the system for sometime. The usersof both the level 3 and level 4 sites have beenusing the
respective sites for eight weeks,therefore userswere asked to complete a brief questionnaire,
assessingd aspects of the system that they used: how easy the system was to use; how
memorable their password was; how much they enjoyed using the system, comparedto a

traditional password or pin basedsystem;and how quick the systemwasto use.

As shawn in "gure 5.5, usersof the handwing system reported higher satisfaction in all 4
categories,although the di®erencein enjoyment is not as high asexpected. Many participants
mertioned when returning their questionnairesthat this measurewas unclear, as they did
not particularly enjoy using the system, however most realisedthat this wasin comparisonto

their prior experiencewith password and pin systems.



Figure 5.5: User feedbak: averageratings for both systems.
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6 Conclusion

From the initial data collected over the past 8 weeks,it is clear that the handwing protocol
for user authentication, shaws promise, especially when examining login succesgates. Many
organizations choosea faster enrolment process,often opting for none at all, only to 'pay the
price' during login, and when usersforget their password. For example,onemajor bank in the
UK employs over a thousand people,in a dedicated call certre, simply to deal with requests
for new passwords and PINs. The handwing system takes a di®erent approad, by shifting

the price onto enrolmert, which is lessfrequent, and saving during login.

The data collected on accesstimes was shown to be insigni cant, therefore, the study would
have to be continued, possibly in greater depth, to fully understand the issuesinvolved, and
users'behaviour in this environment. Sudc a lengthenedstudy would also be able to measure
long-term e®ectswhich may prove more promising, as long-term visual recall has beenfound

to be much higher than the recall of textual/factual information.

6.1 Potential Impro vements

With hindsight, there are a number of issueswhich could have been handled di®ererly, for
example, as mentioned in 3.2, the method of selecting distractors could be improved upon,
and there is someindication that by asking for a userspin after their matriculation number

and postcade, would also possibly strengthen the system.

The main improvemert on how the experiment was conducted, would be to collect the hand-
writing samplesdigitally. This was the original design, however no equipmert was available
for this task, and hencethe sampleswere collected on paper, and scannedin manually, a time

consuming procedure, even with a limited user base.

6.2 Further Work

As mertioned, further study into the current systemswould be invaluable, however, many
related areasof study are also available. For example, the e®ectof using doodles could be
looked into more closely perhapsbe meansof a systemusing a password ertirely consisting of
doodles. Userscould be asked to draw 10 or 15 items, for example, a house,a car, a person,
or just somerandom squiggles. During login, 4 or 5 of these items would be selected,and

distractors for eat stage,drawn from other users'doodles of the sameobjects.
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Finally, a similar study to this one, however not usingany personalinformation to authenticate
users,would be an interesting alternative. For example, by asking usersfor a PIN, a textual
passvord, a doodle, and a coloured shape, would test the memorability of suc visual cues,

without the possibility of the memory of known facts interfering with the results.
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The following ethical considerationshave been made when designingthis experimert;

10.

11.

12.

. Participants in the experiment will not be exposedto any risk, physical or mental, greater

than any encourtered in their normal life.

. The experiment will be ertirely software based,running on standard departmental hard-

ware. There will be no requiremert for participants to use non-standard hardware.

. All participants will be asked if they wish to take part in the experimen, and advised

that participation is not compulsory. If a participant decidesnot to take part, they will
be advised that any course related material will be made available out-with the web
site. Userswill also be given the opportunity to withdraw from the study at any time.
Consen will be given electronically at initial enrolmert (or 'Sign-up’), in a similar way

to most major online facilities.

. Userswill not be o®eredany incertiv e to participate in the study, or to take additional

risks. Howewer, a small reward (somesweets) may be o®eredto students who participate

at the end of the study, to thank them for their participation (tb c).

. At no point will participants be deceived about the study. Information will only be

withheld regarding the reward (so asto comply with point 4), howewver this is unlikely

to causeunease.

. All participants will be level 3/4 computing sciertists, and therefore over the age of 16.

. No participant hasany impairment which would limit their understanding or communi-

cation.

. | am not in any position of authority over any of the participants.

. Participants will be informed of their right to withdraw at any time, both at Sign-up,

and at ead login or enrolmert.
My contact information will be available throughout the site, and on the login page.

At the end of the study, debriefinformation will be madeavailable on the site, along with

contact information if the user has any more questions,or wishesa debrief interview.

All data will be stored anonymously, any identi able data will be stored in a separate
table, and will only be usedto facilitate the useof email addressesas usernames.This
data will then be destroyed at the end of the study.
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B Experimental Intro duction Script

Alternative Authertication

Introduction

Authentication is an important issuein modern life. From passvords for email
accourts, to pin numbersfor ATM macdines, we all needto be autherticated.
With the growing number of passvords and pins for a userto remenber, it is
important to design authertication systemsto help usersrather than hinder
them. Hencea systemwhich makesit easierto remenber a passvord, without

making it easierfor someoneelseto cradk, would be useful.

| am conducting a study into the a®ectof handwriting on the authertication
process. Two similar authertication systems(‘typeface'and 'handwing’) will
be evaluated. 'T ypeface'usesa standard font to display data in an ATM-style
interface, whilst 'handwing' useshandwriting samples,with the correct option
at ead stagebeing shown in the user'sown handwriting, and all other options

in other handwriting samples.

We needparticipants to usethesesystemssothat we can evaluate them. Data
will be collected on sud things as how long was spert at ead stage, which
option was chosen,and whether or not the login was successful.All data will
be stored, and used, in an anorymous form. We are constructing a level 3/4
resourcesite, which will include lecture notes, tutorial sheets,useful links and

papers, a bibliography, and even a chat room.

I would be grateful if you would be willing to participate, howeer, this is NOT
COMPULSORY in any way, and if you do chooseto participate, you can with-
draw at ANY time. Pleaseremenber, we are evaluating the two authertication

systems,not you! At the end of the experimert, you will be asked to 1l out
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a short questionnaireon the systemthat you used. If you have any questions,
pleasefeelfreeto askme, or to email me. If you would like to participate, please
completethe handwriting samplesheetprovided.

Thank you

Scott Porter
porters@dcs.gla.ac.uk



C Handwing Sample Sheet
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D Entit y Relationship Diagram
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E Typeface system enrolmen t
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F Handwing system enrolmen t
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G Stem and Leaf charts

Figure G.1: Stem-and-leafchart for typefaceaccesgimes.

Figure G.2: Stem-and-leafchart for handwing accesgimes.
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